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INTRODUCTION
Towards becoming a democratic society in Ukraine, priori-
ty is given to developing legal guarantees for the protection 
of human rights and freedoms, including the protection of 
information that is a medical confidentiality.

According to the results of the survey of doctors of 
Ukraine, G.I. Reznikova identified five groups of informa-
tion that 95% of respondents refer to the medical confiden-
tiality, in particular: 1) about the disease (diagnosis, course, 
prognosis); 2) the medical check-up and its results; 3) the 
treatment methods used and their effectiveness; 4) the per-
son who sought help (his past, relationships, physical and 
mental disabilities); 5) about private, family life of patients [1, 
p. 72-73]. As we can see, for the criminal process this issue 
is rather urgent, since in this sphere of the law enforcement 
rights, freedoms and legitimate interests of a person may 
be significantly restricted. In this regard, a clear procedural 
order for access to documents that contain medical confi-
dentiality should be established at the legislative level.

THE AIM
The aim of this work is to determine, on the basis of the 
analysis of the current legislation of Ukraine, the peculiar-
ities of temporary access to documents containing infor-
mation which may be a medical confidentiality; identify 
gaps in the legal regulation of this measure of criminal 
proceedings; to formulate proposals for improvement of 
legislation regarding the issue under study.

MATERIALS AND METHODS
In preparing the article, the authors analyzed the norma-
tive legal acts, which stipulate the procedure for access to 
documents containing information that may constitute 
medical confidentiality. In the research process, a set of 
general and special methods of scientific knowledge was 
used to achieve this goal. In particular, formal and legal 
– when analyzing  the provisions of the Constitution of 
Ukraine, criminal procedural legislation of Ukraine and 
other regulatory sources related to the subject of the study; 
formal and logical – to clarify the understanding of the 
conceptual and categorical apparatus related to the subject 
of the study; comparative analysis – when generalizing the 
opinions of scientists about the problems of temporary 
access to documents containing information that may 
be a medical confidentiality; logical and normative – for 
substantiation and formulation of amendments and addi-
tions to the current legislation of Ukraine. The complex 
application of these methods has made it possible to draw 
science-based conclusions.

REVIEW AND DISCUSSION
Nowadays, taking into account the protection of medical 
confidentiality in criminal proceedings, the legislator has 
provided for a special procedure for the storage, disclo-
sure and use of confidential information during pre-trial 
proceedings and court proceedings. Both the norms of 
international instruments and national law are the legal 
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basis for the protection of medical confidentiality. Thus, 
according to Art. 10 of the Convention for the Protection 
of Human Rights and Dignity with regard to the Applica-
tion of Biology and Medicine: The Convention on Human 
Rights and Biomedicine, everyone has the right to respect 
for his or her private life with regard to information about 
his or her health, as well as to be acquainted with any col-
lected information about his or her health [2]. 

The need to guarantee such a right is due to the fact that the 
physical and mental space of each person must be protected. 
In the interests of the patient, the state reserves the right to 
restrict the person in these rights in exceptional cases. As 
E. V. Tarasyants correctly points out, that Convention speci-
fies and develops the provisions of the European Convention 
for the Protection of Human Rights and Fundamental Free-
doms 1950. The 1997 Convention thus eliminates the “gaps” 
in the European mechanism for the protection of human 
rights regarding biomedical rights which are not directly 
protected by the 1950 Convention [3, p. 68].

At the national level, the requirements of Part 2 of Art. 32 
of the Constitution of Ukraine are important, according to 
which it is prohibited to collect, store, use and disseminate 
confidential information about a person without his consent, 
except in cases provided for  by the law, and only in the 
interests of national security, economic welfare and human 
rights [4]. It is also worth noting the provisions of Art. 39-1 
in the Fundamentals of Health Legislation of Ukraine, which 
guarantees the patient’s right to confidentiality about his state 
of health, the fact of seeking medical care, the diagnosis, as 
well as the information got during his medical check-up [5].

Due to the fact that medical confidentiality refers to the 
confidentiality which is protected by law, the legislator 
provided a special procedure for temporary access to docu-
ments containing information that may constitute medical 
confidentiality. In addition, in order to ensure medical 
confidentiality, the legislator provided for criminal liability 
for its unlawful disclosure. In particular, for committing 
the crime provided for in Art. 145 of the Criminal Code of 
Ukraine [6], both doctors – holders of medical confidenti-
ality, and law enforcement officials who have become aware 
of that information in connection with their professional 
activity may be prosecuted. At the same time, neither the 
standards of substantive nor procedural law contain an 
interpretation of the concept of medical confidentiality. 
This, of course, prompts us to appeal to special legislation.

According to Part 1 of Art. 40 of the Law of Ukraine 
“Fundamentals of Health Legislation of Ukraine”, med-
ical confidentiality is information about illness, medical 
check-up, examination and their results, private and 
family aspects of life of a citizen, which became known to 
medical workers and other persons in connection with the 
performance of their professional or official duties and who 
have no right to disclose this information, except in cases 
provided for by the law. The relevant information forms 
the subject of medical confidentiality [5]. 

In the scientific literature, medical confidentiality is 
defined as any confidential message that contains informa-
tion perceived by the sense organs or that is obvious and 

understandable to a person during the performance of his /  
her professional duties providing medical care or medical 
service, and which should be handled in the manner pre-
scribed by law [7, p. 3], and confidentiality is defined as 
a social limitation for the physician and his professional 
duty at the same time [8, p. 150].

The guarantee of the medical confidentiality in the crim-
inal process is the prohibition of interrogation of doctors 
and other medical workers as witnesses on information that 
constitutes the medical confidentiality (Part 2 of Article 65 
of the Criminal Procedure Code of Ukraine) [9]. Within 
the relationship of civil law (Part 1 of Article 285 of the 
Civil Code of Ukraine), the medical documentation of an 
adult may be got only directly by the person concerned 
or by his / her representative on the basis of an order or a 
legal aid agreement (if the copies of that documents will 
be attached to the request), as well as parents (adoptive 
parents, guardian or caregiver) as legal representatives of 
a child (under 18 years) or a ward (incapacitated person) 
[10]. However, cases when certain medical information 
should be provided without the patient’s consent are 
provided for in some health regulations. For example, 
according to Art. 6 of the Law of Ukraine “On Psychiatric 
Care” it is allowed to transfer information about the mental 
health of a person and provide him with psychiatric care 
without the consent of the person or without the consent 
of his legal representative. The following may occur during: 
1) the provision of psychiatric care to a person suffering 
from a severe mental disorder; 2) conducting pre-trial or 
trial investigation – takes place by the written request of 
the investigator, prosecutor and court [11].

An analysis of the Ukrainian legislation reveals that 
similar but not identical concepts such as “medical confi-
dentiality” and “medical information” exist. In this regard, 
the decision of the Constitutional Court of Ukraine of 
30 November 1997 stated that medical confidentiality is 
information about the patient, and medical information 
is information for the patient (evidence of human health, 
medical history, the purpose of the proposed studies and 
medical measures, prognosis of possible development of 
the disease, including the risk to the life and health) [12]. 
Therefore, the subject of medical confidentiality contains 
information about: documented disease; medical check-up; 
examination and its results; private and family aspects of a 
citizen’s life. Accordingly, medical information by its legal 
regime is confidential, that is, information with restricted 
access. In fact, information that may constitute medical 
confidentiality is part of medical information, the illegal 
disclosure of which can cause serious consequences for 
a person (patient) in the form of moral and / or materi-
al harm [13, p. 454]. In addition, disclosure of medical 
confidentiality during the pre-trial investigation can lead 
to negative consequences. For example, it could be in a 
possible counteraction to the investigation of the persons 
concerned, undue influence on the victims and witnesses, 
concealment and destruction of traces of crime, evasion of 
the investigation of persons involved in the crime, provid-
ing deliberately false information, etc. [14, p. 3]. 
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Experience shows, reporting to the investigator, prosecu-
tor or court information that may be medical confidential-
ity is often critical to the full, comprehensive and impartial 
investigation of killings, rapes, infectious diseases, and 
performing other tasks of criminal justice.

If during the pre-trial investigation there is a need to 
study documents that may constitute medical confidenti-
ality, the parties to the criminal proceedings have the right 
to apply to the investigating judge for temporary access to 
information held by another person.

In accordance with the requirements of Part 6 of Art. 163 
of the CPC of Ukraine permission for temporary access to 
documents containing the protected by law confidentiality 
can be given by the investigating judge only if there are two 
circumstances. In particular, the requesting criminal party 
should: 1) prove that it is possible to use the information 
contained in the documents as evidence; 2) impossibility 
to establish in other ways the circumstances, which are 
supposed to be proved by means of these documents. At 
the same time, it should be noted that according to the 
current legislation of Ukraine, a health care institution 
has the right at the request of a court to provide a certifi-
cate on attending consultations of doctors, as well as any 
other medical documentation that the court will need. In 
all other cases, including at the request of a lawyer, if, of 
course, the lawyer is not a representative of the requested 
person, the health care institution is not only entitled but 
also obliged to refuse to provide relevant information  
and / or documents.

As T. O. Kuzubova and O. O. Yukhno noted, even a man-
datory certificate on the mental and drug state of a suspect’s 
health should be obtained through temporary access to 
documents. Considering the above, we support the view 
of scientists on the need to provide in the CPC of Ukraine 
the right of the prosecution to obtain certificates on the 
stay of the suspect (accused) on the record of a psychiatrist, 
medical experts on drug abuse and his diagnosis based on 
the request (enquiry) of the investigator or prosecutor [15, 
p. 68-69]. The appropriateness of such changes is confirmed 
by the fact that, in the jurisprudence, there are a lot of cases 
when the evidence might be deemed admissible because of 
the fact that it’s adduce to proceedings should be provided 
through temporary access to the documents, rather than 
by recovery or obtaining a relevant document. The root 
cause of this, in our view, is the ambiguous legislative in-
terpretation and delineation of these methods of gathering 
evidence. Lawyers also have different views on their legal 
nature. Thus, S. O.  Kovalchuk believes that the discovery of 
things can be carried out only during the temporary access 
to things and documents as a measure of ensuring criminal 
proceedings [16, p. 142], and I. M. Chemerys emphasizes 
that the only legal possibility to obtain documents or infor-
mation about facts is only temporary access to things and 
documents and search [17, p. 342]. We cannot agree with 
the above opinions, because, despite their certain affinity, 
the recovery, obtaining and temporary access to things 
and documents still have different legal nature as ways of 
gathering evidence. If we accept these scientific opinions, 

the question is: what is the use of identifying legislatively 
these methods of collecting evidence separately?

Thus, a clear understanding and proper delineation of 
these methods of gathering evidence is of great practical 
importance, which, as V.V. Vapnіarchuk rightly points 
out, is related to: a) voluntary provision by the owner; b) 
there is no reason to believe that the owner of the things 
and documents will attempt to change or destroy the rel-
evant things or documents after receipt of the request; c) 
lack of protected by law confidentiality in the things and 
documents [18, p. 246-247]. Therefore, the scientist iden-
tified the necessary conditions under which it is possible 
and appropriate to use this method of gathering evidence 
as the recovery. Otherwise, in the absence of one of the 
above conditions, things and documents should be seized 
through temporary access to things and documents.

When applying for temporary access to documents, 
the recommendations of the High Specialized Court of 
Ukraine For Civil and Criminal Cases should be taken into 
account. Thus, the Letter dated 7 February 2014 stated that 
in considering applications for temporary access to things 
and documents, it should be taken into account that the 
use by the party of criminal proceedings such a method 
of gathering evidence as the seizure of documents (Part 1, 
Article 86, Parts 2, 3 Article 93, Part 7, Article 163 of the 
CPC of Ukraine) when getting access to them  can be done 
in cases if this seizure is necessary to achieve the purpose 
of application of this measure of criminal proceedings [19].

The urgency of this issue is added by the fact that in 
Ukraine since March 1, 2019, a gradual introduction of 
electronic medical card has been started [20], which, in 
turn, in case of necessity to study information that may 
be a medical confidentiality, does not allow its seizure on 
the basis of paragraph 2, Part 1, Article 159 of the CPC of 
Ukraine. In such circumstances, the legislator requires to act 
in the manner specified in Art. 167 of the CPC of Ukraine.

A systematic analysis of the current criminal procedural 
legislation reveals that some of its provisions are not suf-
ficiently worded. Moreover, certain issues of regulation of 
temporary access to documents containing medical confi-
dentiality the legislator ignored. In particular, it concerns 
such aspects as: the term of the received documents in 
the possession of the investigator, the prosecutor; further 
procedural actions with them, etc. Of course, if the infor-
mation obtained does not contain evidentiary weight, it 
must be returned to the rightful owner.

The analysis of court decisions reveals that, when apply-
ing to an investigating judge for permission for temporary 
access to documents containing medical confidentiality, 
individual investigators indicate the period during which 
they need such documents. For example, from the order 
of the investigating judge of the Kaluga District Court of 
Ivano-Frankivsk region of 26 March 2019, we see that the 
investigator asks for a temporary access to documents con-
taining medical confidentiality for a month. However, in the 
resolution part of that order, the investigating judge did not 
reflect this, but only indicated the duration of the order [21]. 
Such an example reflects the existence in law enforcement 
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of law enforcement agencies of some problematic issues and 
attempts to solve them through procedural decision.

If the investigator, the prosecutor intends to use as ev-
idence the document containing information that may 
constitute medical confidentiality, it is advisable to arrest 
him. Of course, this should be done through obtaining the 
order of the investigating judge to ensure the preservation 
of material evidence (paragraph 1, Part 2, Article 170 of the 
CPC of Ukraine). Otherwise, at any moment there may be 
a situation when, for example, the holder of the document 
will appeal to the investigator, the prosecutor to return it. 
However, if the document is not properly added to the ma-
terials of criminal proceedings (in particular as evidence), 
it must be returned to the rightful owner.

The next aspect is related to the compliance with the 
requirements of Article 290 of the CPC of Ukraine by the 
investigator or the prosecutor, namely by granting access 
and being able to copy or display any material evidence or 
parts, documents or their copies. In this part, the problem 
is in the inconsistency of the provisions of criminal pro-
cedural and medical legislation. In our view, the written 
warning of the participants of the criminal proceedings 
about the inadmissibility of disclosure of the information 
of the pre-trial investigation is quite correct. In accordance 
with the provisions of Article 222 of the CPC of Ukraine 
disclosure of such information is possible only with the 
written permission of the investigator or prosecutor, and 
only to the extent that they deem it necessary. However, 
on September 27, 2009, the Code of Ethics for Physicians 
of Ukraine was signed by the All-Ukrainian Congress of 
Medical Organizations and the X Congress of the All-
Ukrainian Medical Society. Paragraph 3.6 of this document 
states that medical information about a patient may be 
disclosed: a) in the case of the written consent of the pa-
tient; b) in the case of a reasoned request from the bodies 
of inquiry, investigation, prosecutor’s office and court, 
sanitary and epidemiological service; c) if confidentiality 
is a major threat to the health and life of patients and / or 
other persons (dangerous infectious diseases); d) in case 
of involvement in the treatment of other specialists for 
whom this information is professionally necessary [22]. 
Thus, such provisions of the Code of Ethics for Physicians 
do not fully comply with the above legal requirement on 
the disclosure of the medical confidentiality without the 
consent of the patient or his legal representative.

CONCLUSIONS
The study reveals the necessity to eliminate the legislative 
gap and to improve the provisions of the CPC of Ukraine 
regarding temporary access to documents containing 
medical confidentiality. Legislation on possible precautions 
against further misuse of documents containing medical 
confidentiality should also be reviewed and strengthened.

Among other things, a procedural form of recovery and 
receiving things and documents is advisable to consolidate in 
the CPC of Ukraine. Therefore there is a need, in our opinion, 
to amend and complement Article 93 of the CPC. In particular, 

it is necessary to: 1) provide that the recovery of things and 
documents should be made on the basis of a request, which 
must indicate individual or generic features of the things and 
documents being recovered; 2) to set a term within which the 
investigator, the prosecutor must be provided with the things 
or documents or their copies certified in the manner prescribed 
by law; 3) to provide that in the case of voluntary provision of a 
thing or a document which are important criminal proceedings, 
the investigator, the prosecutor shall prepare a record about it, 
and in case if the voluntary provision of a thing or document 
occurs during the investigative activity – in the record of such 
activities (for example, record on the examination of the crime 
scene, record of the interrogation, etc.).
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